Unclassified

70 Mbits Internet Service for 3 month

The connection between Internet Service Provider (ISP) and the Embassy
must comply with the following technical specifications and requirements:
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12 Dedicated /28 subnet, static Public IP addresses for

VPN equipment, network mask, and default gateway IP address.
Bandwidth 70Mbit/s

ISP interface connectors: RJ-45 with 10/100BaseT interface.

ISP availability: "Always on".

ISP connection must NOT use Network Address Translation (NAT).
ISP must permit all IP protocols (including but not limited to UDP,
TCP, and IPSEC) to transit without filters or proxies. Unfiltered
access to the Internet is required without ISP firewall blocking.

ISP must permit installation of Embassy VPN encryption devices on
circuit.

ISP must permit ping and trace route traffic from specified IP
addresses to the ISP connection (RJ-45 10/100BaseT router interface
which terminates Embassy VPN encryption device).

Dedicated (not shared or bundled) Internet connection.



